ber essen
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Certify Your Organisation with Miticert.
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‘WHO ARE WE?

Founded in 2012, by a team of specialists in cyber security, consultancy and information security.
We are a trusted cyber security company based at the Centre of Excellence in Cyber Security Research,
Lancaster University.

OUR MISSION is to provide dynamic cyber OUR VISION is to be at the forefront of the WE ARE INNOVATIVE
security services and training that extends beyond  race to make cyberspace a safer place for We adopt an innovative approach; cyber
technology to encompass people, culture, organisations through the provision of dynamic criminals do not stand still and neither do we.
processes and even the physical environment; to services that respond to the risks and threats By engaging with academia, business, auditors
make businesses as resilient as possible to prevent posed in an ever-evolving digital world. and certification bodies, we deliver services that
or mitigate cyber attacks. respond to market developments.

WE ARE TRUSTWORTHY

We act as a trusted partner to many service
providers. If you provide someone access to your
critical business information and applications,
you need to know that you can trust them.

Our specialists will help you identify and manage
risks around your various data assets to give you,
your employees and much greater peace of mind.

WE LEAD WITH EXPERTISE

We are experts in our field. Mitigate’s technical
knowledge is supported by experts who have
first-hand experience of the key drivers at play in
specific market sectors.

& rﬁ " WE PROVIDE CLEAR COMMUNICATION

. We communicate with clarity. Mitigate recognise
that for many organisations cyber security is
unchartered territory. We offer reassurance by
= : guiding them through the process and delivering
supporting services.
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OUR SOLUTION

3RD-PARTY INTEGRATION FOR CYBER ESSENTIALS
CERTIFICATION & WORLD RENOWNED CYBER
SECURITY TOOLS. N

FULLY CUSTOMISABLE SOLUTION WITH
WHITELABEL OPTION.

MANAGE ALL ASPECTS OF CYBER SECURITY
FROM ONE PLACE. v comply Mitilearn

(mitiintel
itphish

FULL SUPPORT, INCLUDING
DEMOS, FAQs, & ON-DEMAND VIDEOS.

SECURED WITH SINGLE SIGN-ON, MULTI-FACTOR
AUTHENTICATION & TESTED BY CREST-CERTIFIED PEN TESTERS.

A

SELF-FULLFILLING SYSTEM, GIVING BUSINESSES A
BETTER UNDERSTANDING OF THEIR CYBER RISK.

S
.
Py
o

5 Steps to Mitigate Your Risk

MANAGE DIGITAL ASSETS WITH CLOUD-
BASED REAL TIME VULNERABILITY
SCANNING & MONITORING.

GDPR Rizk

“q

NCSC-CERTIFIED TRAINING.



'THE THREAT LANDSCAPE

191 Days Cyber Essentials scheme ensures

basic cyber security measures are

for businesses to detect in place, preventing approximately
a breach. 80% of cyber attacks!

Insurance agencies

look more favourably

on businesses who have 400/0 of A data breach
implemented Cyber . . :

Essentials throughout UK businesses will costs businesses an
their organisation. receive a Cyber attaCk average of £3m!

or breach this year.




WHAT IS CYBER ESSENTIALS CERTIFICATION?

Cyber Essenitlals is a government-backed certificate that was introduced
in 2014, and was created for all organisations, of any size and any sector.
Theschemeis used to demonstrate that organisations have the appropriate
security and defences in place against common cyber attacks and data
breaches.

Cyber Essentials works by evaluating a company’s technology defences
to determine the current vulnerabilities and risk level. Once these risks
are identified and managed, the organisation will be awarded the Cyber
Essentials certificate.

There are two options of certification available; Cyber Essentials and Cyber
Essentials Plus, and either can determine the security level of a company.

CYBER ESSENTIALS CERTIFICATION

Thisisthe basic certification option and isawarded following the completion
of a self-assessment questionnaire. Depending on the information provided
in the self-assessment, the business will receive a PASS or FAIL, highlighting
any detected vulnerabilities.

Once a PASS is awarded, the business will receive their certification.

CYBER ESSENTIALS PLUS CERTIFICATION

This is an additional certificate that can be obtained once the Cyber
Essentials basic assessment has been completed and passed. Cyber
Essentials Plus involves onsite, internal and external vulnerability tests that
are performed on the business’s systems to determine the risk level.

This then results in an in-depth evaluation, providing methods to reduce
the chances of a security incident. Once a PASS is awarded, the business
will receive their certificate.




MITICERT CAN HELP YOU

By

e |
4 . A
Tender for UK Government  Protect Your Business From Lower Your Insurance
& MOD Contracts Common Cyber Attacks Premiums
Cyber Essentials is mandatory for Implementing the controls helps Cyber Insurance agencies look
all Ministry of Defence contract protect your organisation and more favourably on organisations
bids and many Government commercially sensitive data from that achieved Cyber Essentials

tenders. many common hacking tactics. Certification.



'WHY MITICERT?

WHAT IS MITICERT?

Miticert is our Cyber Essentials Certification
service that we offer as one of our essential
products and services.

At Mitigate Cyber, we strive for simplicity
and convenience, and so we have decided
to develop this service to become a more
streamlined procedure by keeping our
solutions all in one place; the Mitigate User
Hub.

This means you can now:

v/ Complete Cyber Essentials
questionnaires directlly through our
user portal.

v/ Adirect contact to an assessor who
can assist with any queries and answer
your questions.

v/ Access to a support base for FAQs.

v/ Download and view certificates via the
user portal.

HOW IT WORKS
Easily obtain Cyber Essentials certification
in just five simple steps:

( 2 Step One

Request a self assessment
questionnaire.

Step Two

Pay the certification fee,

Step Three

=~
./

NS Complete the questionnaire,
including relevant supporting
documents.

Step Four N

We will award a pass or fail, s
or request additional
infarmation, if required.
T Step Five
.l\\/ )
— Once a pass is awarded, your

certificates will be stored in
the user hub.

*Based on Cyber Essenitals Certification process.

BENEFITS

There are many benefits to annually
achieving Cyber Essentials certification,
these include:

v/ Preventing an average of 80% of
common cyber attacks.

v/ Cyberinsurance agencies look more
favourably on organisations that have
achieved Cyber Essenitals certification.

v/ Demonstrate GDPR & DPA compliance
with Cyber Essentials certification.

v/ Demonstrate to clients and vendors
that you take cyber security, and the
protection of their data, seriously.

v/ All certification records are kept in one

place on our state-of-the-art user hub.



'WHAT OUR CLIENTS SAY ABOUT US

We contacted Mitigate Cyber as our cyber certificate was
due to expire and we urgently needed a renewal for a
tender, Mitigate Cyber couldn’t have been more helpful
getting us registered and pointing us in the correct
direction with queries. We expressed the urgency of the
requirement and from completing the questionnaire
Mitigate Cyber had the audit completed and certificate
issued within a couple of hours, five stars. 99
OIL NRG

(44 Extremely helpful,
supportive, and

responsive to our €€  Theentire CE process was

request for assistance A 4 communicated extremely well and

| would highly recommend them

with Cyber Essentials . _
, , b to anyone looking to gain this

ADAM SMITH INTERNATIONAL : certification. 29
KEY TRAINING
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0333 323 3981 info@mitigatecyber.com www.mitigatecyber.com

InfoLab21, Lancaster University, S Chancery Lane, 76 King Street,
Lancaster, LA1 4WA London, EC4A 1BL Manchester, M2 4NH



